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Checkout API

Brighte Checkout Application Programming Interface (API) allows the integration of creating loan applications from your server. This gives your business a self-serve experience for your customers to purchase your goods and services with Brighte.
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Introduction

Brighte allows vendors to create loan applications for their customers. Using the Checkout API, loan applications can be initialised from a vendor web application and completed by the customer on Brighte.

The Checkout solution allows the vendor to direct the customer to Brighte with an API request. The API request from the vendor contains the financing amount and product description. The customer completes a simple and fast loan application process. The customer is redirected back to the vendor web application with an API response containing confirmation of the application.





          

      

      

    

  

    
      
          
            
  
Implementation

This section details the process of integrating the Checkout API for your business.


Setup

You must first have a vendor account with the Checkout API enabled. Follow these steps:


	Login to the Vendor Portal at https://brighte.com.au/login.

	From the Developer area, Create a new public API key with restrictions for referrer and redirect URLs.
	The referrer URL restriction specifies the URLs from which API requests are accepted.

	redirect URL is a page provided in the API request and to which the customer is redirected after an application. API requests providing invalid redirect URLs will not be accepted.





	Integrate the Checkout API into your web application.






API request

API requests are HTTP requests sent by the customer. They must meet the following conditions:


	The request is sent to https://brighte.com.au/checkout?key=YOUR_API_KEY

	The request must be sent via POST method.

	The request is sent from a URL conforming to the restrictions set on the public API key.

	The request must be submitted with the correct parameters.

	The redirect URL must conform to the restrictions set on the public API key. This URL can contain a query string component which is useful to store parameters between sessions.

	The deposit amount and repayment term must be valid according to your vendor account.

	The product category must be one of the following:
	Storage Battery(s)

	Solar Panel Package

	Solar Panel and Battery Combo

	Solar Inverter(s)

	Flooring

	Guttering

	Roofing

	Air-Conditioning

	Window Shutters

	Hot Water Systems

	Pool Heating Systems (Solar/Pump/Gas)

	Smart Home Technology

	Trailers and Campers







Required paramters:









	Parameter
	Data type
	Description




	redirect
	string
	Redirect URL upon application completion


	total_purchase_amount
	double
	Purchase total


	deposit_amount
	double
	Deposit amount


	repayment_term
	integer
	Repayment term in months


	product_category
	string
	Product category


	product_description
	string
	Product description


	reference_number
	string
	Optional reference number (max 20 chars)








JSON-formatted sample request:

{
  "redirect":"http://yourwebsite.com/checkout-success?yourtrackingid=S888",
  "total_purchase_amount":"7000.12",
  "deposit_amount":"750.24",
  "repayment_term":"24",
  "product_category":"Storage Battery(s)",
  "product_description":"Powerwall Home Battery",
  "reference_number":"12345J"
}





Sample HTML code that sends an API request:

<html>
<head><title>Some Solar Purchase</title></head>
<body>
    <h1>Some Solar</h1>
    <h2>Powerwall Battery: $7,000</h2>
    <p><img src="Powerwall-Battery.jpg"/></p>

    <h3>Buy now with Brighte</h3>
    <h4>[ Include full details and description of item that makes up the price here ]</h4>
    <ul>
        <li>Pay with interest free payment plans.</li>
        <li>Fees apply.</li>
        <li>Repayments of $136.05 per fortnight.</li>
        <li>Total repayable $7,314.48.</li>
    </ul>
    <form action="https://brighte.com.au/checkout?key=YOUR_API_KEY" method="POST">
        <input type="hidden" name="redirect" value="http://yourwebsite.com/checkout-success.html">
        <input type="hidden" name="total_purchase_amount" value="7000">
        <input type="hidden" name="deposit_amount" value="700">
        <input type="hidden" name="repayment_term" value="24">
        <input type="hidden" name="product_category" value="Storage Battery(s)">
        <input type="hidden" name="product_description" value="Powerwall Home Battery">
        <button type="submit">Buy now with Brighte</button>
    </form>
     <p>*Terms, conditions and lending criteria apply. Repayments based on RRP of $7,000 and 0% deposit.  Minimum amount payable $7,314.48 over 24 months.<br>Fees and charges apply includes $75 Application Fee, $3.50 monthly Account Keeping Fee and $2.99 fortnightly Payment Processing Fee. Ask in-store for details or visit Brighte.com.au. Continuing credit provided by Brighte Ptd Ltd</p>
</body>
</html>








API response

If the API request has an invalid cmd{redirect} value, a HTTP 400 error is returned. If the API request is invalid but has a valid redirect value, the customer is redirected to the redirect URL with details of the error provided through GET parameters error_code and error_msg. The error codes are as follows:








	Error code
	Meaning




	10002
	Invalid data given. See error_msg for more information.








After the customer submits an application successfully, the customer is redirected to the redirect URL with the following GET values:








	Parameter
	Value




	error_code
	10000


	transaction_id
	ID of the application. Unique numeric value.








Sample HTML and PHP code that receives an API response:

<html>
<head>
<title>Some Solar Purchase</title>
</head>
<body>
    <h1>Some Solar</h1>
    <?php switch ($_GET['error_code']) : ?>
    <?php case 10000 : ?>
    <h2>Payment application submitted successfully.</h2>
    <p>You should receive an email from Brighte to complete your application.</p>
    <p>Your transaction ID is: <?php echo htmlspecialchars($_GET['transaction_id']); ?></p>
    <?php break; ?>
    <?php default: ?>
    <h2>Payment application failed.</h2>
    <p>Error: <?php echo htmlspecialchars($_GET['error_code']); ?> - <?php echo htmlspecialchars($_GET['error_msg']); ?></p>
</body>
</html>








Securing webhook

As the redirect address is public, you may verify the request came from Brighte using a private API key. If you have created a private API key, extra GET parameters signature, timestamp and token are sent. Follow these steps to verify the request:


	Login to the Vendor Portal at https://brighte.com.au/login.

	From the Developer area, Create a new private API key.

	Verify every request by concatenating the timestamp and token values and encoding the resulting string with the HMAC algorithm. Use the private API key as the key and SHA256 digest mode. The resulting HEX digest should match the signature value.



Sample PHP code that verifies an API response:

if ($_GET['signature'] !== hash_hmac('sha256', $_GET['timestamp'] . $_GET['token'], BRIGHTE_PRIVATE_KEY)) {
    exit;
}











          

      

      

    

  

    
      
          
            
  
Webhooks

Brighte uses webhooks to provide event notification. Webhooks are HTTP callbacks that receive notification messages of consumer application status updates. Webhooks can be created using the Vendor Portal or using the REST API.

When an event occurs, Brighte issues an HTTP POST notification message to your webhook’s URL. Your server is expected to return a status code of either 200 (Success) or 406 (Not Acceptable) to indicate the message has been successfully received. For any other code, the message will be resent during 8 hours at the following intervals before stop trying: 10 minutes, 10 minutes, 15 minutes, 30 minutes, 1 hour, 2 hour and 4 hours.

The webhook is called with the following parameters:








	Parameter
	Description




	id
	Consumer application identifier


	reference_number
	Consumer application reference number


	status
	Consumer application status


	timestamp
	Number of seconds passed since January 1, 1970.


	token
	Randomly generated string of length 50.


	signature
	String with hexadecimal digits generate by HMAC algorithm.







Sample payload:

{
  "id":"BRIGHTEID",
  "reference_number":"BRIGHTEREF",
  "status":"APPROVED",
  "timestamp":"946684800",
  "token":"b08c02e08efec9e34611c5141e5f698bff949f95999e687ecc",
  "signature":"4743b5be4b4eddebb7fc43d6bff001a067e1c7e11c69a2d022fb465e4e6ae4e8"
}






Verifying request

Your server must verify that notification messages originated from Brighte using the signature parameter.

To verify the authenticity of the message:


	Concatenate the timestamp and token values.

	Encode the string with the HMAC method using your Private API Key and the SHA256 algorithm.

	Compare the calculated message digest with the signature.









          

      

      

    

  

    
      
          
            
  
API Reference



	Webhooks
	List all webhooks

	Show webhook details

	Create webhook

	Update webhook

	Delete webhook













          

      

      

    

  

    
      
          
            
  
Webhooks

This API allows you to manage your webhooks.


List all webhooks

GET /webhooks





Returns a list of all webhooks.

Sample response:

{
  "webhooks": [
    {
      "id": "W10000.1234",
      "url": "https://example.com/webhook1"
    },
    {
      "id": "W10001.1234",
      "url": "https://example.com/webhook2"
    }
  ]
}








Show webhook details

GET /webhooks/<id>





Returns details about the webhook with the given ID. A successful request returns the 200 status code and a JSON response body.

Sample response:

{
  "id": "W10000.1234",
  "url": "https://example.com/webhook1"
}








Create webhook

POST /webhooks





Creates a new webhook. URL must be HTTPS. A successful request returns the 201 Created status code and a JSON response body with the created webhook in the same format as Show webhook details.








	Parameter
	Description




	url
	URL for the webhook event.










Update webhook

PUT /webhooks/<id>





Updates an existing webhook. A successful request returns the 200 status code and a JSON response body with the updated webhook in the same format as Show webhook details.








	Parameter
	Description




	url
	URL for the webhook event.










Delete webhook

DELETE /webhooks/<id>





Deletes an existing webhook and returns the 204 No Content status code with an empty body.
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